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Abstract:

The ubiquity of technologies such as wireless communications and searchable on-line data
repositories has created new challenges in protecting the security of information transmission
and the privacy of data sources, and a corresponding need for new methodologies to confront
these challenges. Considerable effort has been devoted to these issues in recent years, and an
important aspect of this activity has been the study of fundamental limits on information security
and privacy that can help guide the development of new methods for securing wireless networks
and ensuring the privacy of online data sources. This talk will focus on two aspects of this
general area: wireless physical layer security, which examines the fundamental ability of the
physics of the radio channel to support secure data transmission; and utility-privacy tradeoffs of
data sources, which quantifies the safety of confidential information (privacy) contained in such
sources while still providing a measurable benefit (utility) to legitimate information consumers.
Recent results in each of these areas will be examined, and applications of these ideas in areas
such biometric security systems and smart grid will be touched upon as well.
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