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Abstract:

The tutorial gives a technical overview of information warfare (or cyber warfare) to attendees
familiar with networks. Information warfare is computer network attacks between nations for
political or military reasons. The introduction covers the goals, actors, and targets of information
warfare. A historical background is highlighted by example cases. The main part of the tutorial
covers offensive and defensive techniques. Offensive techniques include espionage to
reconnoiter networks; intrusions to compromise networks; stealth to evade detection;
maintenance of persistent control; and service disruption by denial of service. Defense
techniques include deterrence and prevention; detection and attribution; mitigation; and recovery.
Finally, a comprehensive survey of open research issues points out several technical areas that
need more work to find better solutions.
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